MHPOPMALIMOHHAA NAMATKA

Onsd ObYYAKOLWKNXCA OAnAd PASMELLUEHUA

HA OPULIMATIbHBIX UHTEPHET-PECYPCAX
C KaxgbIM rogomM MOMoAeXn B UHTEPHETE CTAaHOBUTLCS BonblLue, a LWKOMbHUKN O4HU U3
caMbIX aKTMBHbIX Nofib3oBaTernien PyHeta. Mexay Tem, NOMMMO OFpOMHOrO KOfnn4ecTBsa
BO3MOXHOCTEW, MHTEPHET HeceT M npobnembl. JTa nNamsTka AO/MKHA nomouvb Tebe
6e3onacHoO Haxo4MTbCA B CETWU.
KomMnbroTepHble BUPYCbI
KomnbloTepHbln ~ BUPYC - 3TO  Pas3HOBUOHOCTb  KOMMbIOTEPHbLIX  MpOrpamm,
OTNNYNUTENBHON OCOBEHHOCTBLIO KOTOPOW SABNSAETCS CMOCOBHOCTb K pa3MHOXeHuto. B
AONOSIHEHME K 3TOMY, BMPYCbl MOIYT MOBPEAUTb WM MOMHOCTBIO YHUUTOXUTb BCE
annbl M OaHHble, NOOKOHTPOSIbHbIE MOMb30BaTENt0, OT MMEHW KOTOporo 6Obina
3anyuleHa 3apaxeHHas nporpaMmma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
OMepaumoHHy0 cucTemy co Bcemu dannamum B uenoMm. B GonblnHCTBE criyvyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.
MeToabl 3aLmMTbl OT BPE4OHOCHbIX NMPOrpamMm:
1. Vicnonb3yin coBpeMeHHble onepaunoHHbIe CUCTEMBI, UMEKOLLME CEPLE3HbBIN YPOBEHb
3aWnTbl OT BPEOOHOCHbIX NPOrpamMm;
2. lNocTosiHHO ycTaHaBnvBan nadTn (UMcpoBble 3annaTky, KOTopble aBTOMAaTUYeCKU
yCTaHaBMMBalTCA C Lenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUS CBOEN
ornepaumoHHon cuctembl. CkadmBanm MX TOMbKO C odpuuManbHOro camta paspaboTymka
OC. Ecnu cywiecTtByeT pexum aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYN €rO;
3. Pabotam Ha cBoeM KoMMblTEpe nMo4 npaBamMu MOMb3oBaTens, a He
agMuHUCTpaTopa. O3TO He no3BONUT  OOMbLUMHCTBY BPEAOHOCHBIX  Mporpamm
WMHCTannMpoBaTbCs Ha TBOEM NepPCOHaNbHOM KOMMbIOTEPE;
4. Vlcnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl U3BECTHLIX Npou3BoauTenen, C
aBToMaTu4yecknum obHoBneHnem 6as;
5. OrpaHunyb om3nyeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,
6. Micnonb3ymn BHELLHWE HOCUTENN MHAOPMaLMK, Takme Kak doreLuka, ANCK unu gann 13
WHTEPHETA, TOSbKO 13 NPOBEPEHHBIX MCTOYHUKOB;
7. He oTkpbiBa KOMNbOTEPHbIE Pannbl, MNOMYYEHHbIE M3 HEHaOEXHbIX MCTOYHUKOB.
[axe Te drannbl, KOTOpble NpUcnan TBOM 3HAKOMbIW. Jlyylle yTOYHU Yy Hero, oTnpasnan
nn oH Tebe unx.
Cetu WI-FI
Wi-Fi - aTO He BMA nepefayn OaHHbIX, He TEXHOMOIMS, a BCero nuwb bpeHn, Mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpupoBana 6peng "WECA", uto
obo3Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbin nepeBoauTCs Kak
"GecnpoBogHas TOYHOCTL".
[o Hawero BpemMeHu fowna gpyras abbpeuatypa, KoTopas SBNAETCA TakoW Xe
TexHonornen. 91o abbpesnatypa "Wi-Fi". Takoe HasBaHme ObINIO AAaHO C HAMEKOM Ha
cTaHOapT Bbicwen 3BykKoBoM TexHukn Hi-Fi, 4yTo B nepeBoge o3Ha4daeT "BbicOKas
TOYHOCTBL".
[a, 6ecnnaTHbIN UHTEPHET-4OCTYN B Kade, oTensx n asponoptax ABNAeTCs OTANYHOMN
BO3MOXHOCTbIO Bblxoga B WHTepHeT. Ho MHorme akcnepTbl CYMTAKOT, 4TO
obwenoctynHole Wi-Fi ceTn He siBnsaitoTcst 6e3onacHbIMN.
CoBeTbl Nno 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:
1. He nepepaBan cBOKW NUYHy0 WHGopmauuio yepes obuwenoctynHole Wi-Fi cetn.
PaboTas B HUX, XenaTtenbHO He BBOAUTb Naposin 4OCTyNa, NOrMHbI U Kakne-To HoMepa;
2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmmbl U GpaHamayep. Tem cambiM Thbl
obesonacuub cebsa OT 3akadkm BUpyca Ha TBOE YCTPOUCTBO;



3. MNpu wncnonb3doBaHun Wi-Fi oTknioum dyHkumio "O6wmi goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unm yyebe;

4. He wncnonb3yn nyonuuHbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIX0Ja B coumnarnbHble CETU UIU B ANIEKTPOHHYIO MOYTY;

5. Mcnonb3yi TonNbKo 3alumiieHHoe coeauHeHne yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B wmobunbHom TenecoHe oOTkmouM  dyHkumo  "TogknwoveHne k- Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMUCTBA K CEeTAM
Wi-Fi 6e3 TBOEro cornacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOOAT B HaLly XW3Hb, MHOrMe nioaun pabotatoT U XuByT
TaMm MOCTOsHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4YenoBek, 4TO
ABNAETCA OOHOW CeaAbMON BCexX Xutenem nnaHeTtbl. MHoOrme nonb3oBaTenn He
NMOHMMALOT, YTO MHOPMaLMS, pasMeELLEHHass UMM B COUMarnbHbIX CETAX, MOXET ObITb
HangeHa W UCMonb3oBaHa KeEM YrogHo, B TOM uucrie He obsasaTtenbHo ¢ 6narumm
HaMepeHNAMMN.

OcHoBHble coBeTbl N0 6€30MacHOCTM B COUManbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y Tebs B Opy3bsiX He [OOIMKHO ObiTb CrnyyamHbIX U
He3HaKOMbIX JTIOOEN;

2. 3awmuan CBOK 4YacTHYK XW3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, garty
TBOEr0 POXAEHUA W OPYry0 JUYHYI0 UWH@OpMauuio.  3MOYMbILSIEHHUKM  MOryT
ncnonb3oBaTbh Aaxe WHOPMaUMIO O TOM, Kak Tbl U TBOM poauTenu nnaHupyete
NPOBECTU KaHUKYNbI;

3. 3awumwan ceow penytauuio - AepXun ee B YACTOTe U 3afaBan cebe Bonpoc: xoten
Obl Tbl, YTOObLI Apyrne nonb3oBaTenV BUAENN, YTO Thbl 3arpyxaews? [logyman, npexae
YyeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnn Tbl rOBOpULLbL C NOObMU, KOTOPbIX HE 3Haellb, HE UCMONb3yM CBOE peasibHoe
UMS U OPYTY0 NUYHY0 MHOPMaLUKN: NMS, MECTO XXUTENbCTBA, MECTO y4elbl 1 npoyee;
5. N3beran pasmelueHnsa cotorpadui B IHTEpHETEe, rae Tbl M3006paXkeH Ha MECTHOCTH,
No KOTOPOW MOXHO ONpeaennTb TBOE MECTOMOSIOXKEHME;

6. Mpwn pernctpaunmn B coumnarnbHON ceTn HEOBXO04MMO UCNONb30BaTh CIIOXHbIE NApPOnN,
cocTosime 13 BykB 1 LGP M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. lna coumanbHOM CeTu, NoYTbl U OPYrMX CanToB HEOOXOAMMO UCMONb30BaTh pPa3Hble
naponu. Toraa ecnu 1eb4a B3NOMatT, TO 3MOYMbILNEHHUKN MofydaT AOCTYN TOSbKO K
O4HOMY MECTY, a He BO BCE cpaay.

ANEeKTPOHHbIEe AeHbIM

ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN cnocob nnartexewn, O4HaKo CyLLEeCTBYIOT
MOLLUEHHUWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

ONEKTPOHHbIE OEHbIMN MOABUINCL COBCEM HEOaBHO U MMEHHO M3-3a 3TOFO0 BO MHOIMMX
rocygapcrBax 4o CUX MOp He MPOMMCaHO NMPO HUX B 3aKOHaX.

B Poccumn e OHM (PYHKUMOHMPYIOT U O HUX YXe MpOoMnNucaHoO B 3aKoHe, rae ux
pa3gensitoT Ha HEeCKONbKO BUMAOB - aHOHUMHbIE U HE aHOHUMHbIE. PasHuua B ToM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeliaeTtcda npoBoauTb onepaumn 6e3
naeHTuduKauum nonb3oBaTens, a B HEaHOHUMHbIX WAeHTuduKauus nonb3oBaTens
aBnsieTca oba3aTenbHON.

Takke crnegyeT pasnuyaTb 3NEKTPOHHblE omaTHble OeHbM (PaBHbI rOCY4apCTBEHHbBIM
BanoTam) W ONEeKTPOHHble HeduaTHble [AeHbrM (He paBHbl FOCY4apCTBEHHbIM
BantTam).

OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHbIMU AEHbramu:



1. MpuBsKM K cHeTy MOOUMbHBI TenedoH. ATO cambl YOOOHbIN U BbICTPLIN cNOcob
BOCCTAHOBUTb OCTYN K cyeTy. [NpuBasaHHbIn TenedoH noMoxeT, ecnu 3abyaellb CBO
nnaTeXxHbl Naponb UNu 3angellb Ha CanuT C HE3HAKOMOro YCTPOMCTBA;

2. Vcnonb3yn ogHopasoBble naponu. locne nepexoda Ha YCUMEHHYH aBTOpU3aLUIo
Tebe yxe He ByfeT yrpoxaTb ONacHOCTb KpaXky U nepexesaTta NiaTexHoro napons;

3. Bbibepu cnoxHbii naponb. lNpectynHukam OydeT He NpoCTO yragaTb CrOXHbLIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKIMOYalOT B cebs CTPOYHble U NponucHble ByKBbl, UUAPbI U HECKOSIbKO CUMMBOJIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CanUTax, KOTOPbIM He JOoBepSAeLlb.

ANeKTpOoHHas no4yrta

ONeKTPOHHAas NnoYta - 3TO TEXHOMNOMNS 1 NpedocTaBnsgemMble el yCryrn no nepecobisike u
MOMNyYEHNIO BNEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpenenstTcs B KOMMbIOTEPHOM
cetn. OB6bIYHO SNEKTPOHHBLIN MNOYTOBLIA AWMK BbIMSAUT criegylowmm  obpasom:
UMs_nonb3oBatena@umsa_aomeHa. Takke Kpome nepefayun npocToro Tekcta, uMeeTcs
BO3MOXHOCTb nepeaasatb hansibl.

OcHoBHble coBeTbl No BesonacHon paboTe C 3NEeKTPOHHOW NOYTON:

1. Hago BbibpaTb NpaBuUIibHbIN NOYTOBLIN cepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIOOP
BecnnaTHbIX MNOYTOBLIX CEPBUCOB, OAHAKO fy4lle OOBEpATb TEM, KOro 3Haellb M KTO
nepBbIN B PENTUHTE;

2. He ykasblBa B NUYHOW MoOYTE JIMYHYKO MHGOpMaumio. Hanpumep, nyduwe BbiOpaTtb
"My3blkanbHbI_haHat@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn AByxaTanHy aBTopu3auunio. ATO Korga NoMUMO Napons HYy>KHO BBOOUTb
Kog, npucbinaembin no SMS;

4. Bblbepn cCnoxHbln naposib. [na Kaxgoro MOYTOBOro fAwinka AofmkeH 6biTb CBOW
HaZEeXHbI, YCTOMYMBLIN K B3/TOMY Maporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CamMOMy CBOW fMYHbIA BOMNPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yin HecKonbKO MOYMTOBLIX SAWMKOB. [lepBbi A5 YaCTHOW Nepenuckn ¢
agpecatamu, KOTOpbIM  Tbl JOBepsielb. JTO 9MEKTPOHHbIN  adpec He Hajo
Mcnonb3oBaTh NPU perncTpauumn Ha oopymMmax u camrtax;

7. He oTkpbiBan dannbl U gpyrne BIOXEHUS B NUCbMax, AaXe eCriv OHU Npunm oT
TBOUX Apy3en. Jlydlle yTOYHN Y HUX, OTNPaBnAnu N oHn Tebe atn dannsi;

8. lNocne okoH4YaHuMst paboTbl Ha NOYTOBOM CepBUCE Nepeq 3aKkpbiTUEM BKMAAKU C
canTom He 3abyab HaxaTtb Ha "BbInTn".

Knb6epOynnuHr unu BupTyanbHoe n3aeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHue COOOLIEHUAMM, coaepXawumn ocKopOneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaAHME C MOMOLLBIO
PasfiyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:

1. He 6pocancs B 6on. Jlyywmin cnocob: nocoBetoBaTbCA Kak cebs BECTU U, eCnn HeT
TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane YCnoKoMTbCA. Ecnv Tbl HaudHelb
oTBeYaTb OCKOPOMNEeHusAMM Ha OockopOneHusi, TO TONbKO ele 6onblle pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHMMasd. CywecTBylOT CNocobbl BbIACHUTb, KTO CTOMT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTonT BECTU XynuraHckui obpas BUpPTYyanbHON XU3HW. HTEpPHET douKcupyeT BCe
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx byaet kpaHe 3aTpyaHUTENBHO;

5. Cobntogan cBoto BUMPTyarnbHYO YeCTb CMOMOAY;

6. WrHopupyn eguHuyHbING HeraTuB. OpHopasoBble OckopOuTenbHble CooOLWEeHUs
nyywe urHopuposatb. OBGbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;



7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLIEHNSMKN, B
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONMOKMPOBKM OTNpaBKM COOOLUEHUA C
onpeaerieHHbIX aapecos;

8. Ecnu Tbl cBugetenb kubepbynnuHra. TBOoM [EWCTBMA: BbICTYNUTL MNPOTUB
npecnegosaTens, nokasaTb €My, 4YTO €ero [JeucTBus OLEHUBAKTCH HeraTusBHO,
noaaepaTb XepTBY, KOTOPOW HYXXHa Ncuxonornyeckas noMoLLb, COOBLNTL B3POCSIbIM
0 hbaKTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cmapTOoHbl K nnaHweTbl cogepxaT B cebe BNOMHE B3pPOCHbIv
dyHKUMOHAs, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaUMOHAPHLIMU KOMMNbIOTEPAMW.
OpHako, cpeacTB 3almThl Ans NOAO0OHbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HUX MPOMCXOOUT HE Tak MHTEHCUBHO, Kak Ans K, To xxe camoe
KacaeTcsa 1 MOBUIbHbBIX MPUIOXEHNIA.

CoBpeMeHHble MOOUNbHbIE Opay3epbl  yXe npakTU4Yecku [[OrHanm HacTombHble
aHanoru, ogHako paclmpeHue gyHKUMoHana snedeT 3a cobon 6onbLIy CNOXHOCTbL U
MEHbLLYIO 3aLLMLLEHHOCTb.

[aneko He Bce Npou3BOAUTENN BbINyCKaOT OOHOBMEHNSA, 3aKpbiBaloLne KpUTudeckme
YSI3BUMOCTU AN CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6esonacHOCTM MOBUbHOro Tenedgoxa:

Huyero He sBnsieTca no-Hactodwemy 6ecnnaTHbeiM. Byab ocTopoxeH, Befb Korga tebe
npegnaratoT 6ecnnaTHbii KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakume-TO NiaTHble
yCnyru;

Adyman, npexae yem otnpaBute SMS, ¢oTO Unn BMAEOo. Thbl TOYHO 3Haellb, rae OHU
OyayT B KOHEYHOM UTOore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTOHa;

Ncnonb3yn aHTMBMpPYCHbIE NporpamMmmbl 41t MOBUIbHBIX TENEOHOB;

He 3arpyxxan nNpunoxeHns OT HEU3BECTHOrO UCTOYHUKA, BeOb OHU MOTyT cogepxaTtb
BPEeAOHOCHOE nporpaMmHoe obecneveHue;

Mocne Toro kak Thbl BbIMAELWb C canTa, rge BBOAWUM NNYHYIO MHOpMaUMo, 3anan B
HacTpownkn bpaysepa n yganu cookies;

Mepuogmyeckn npoBepsin, Kakme nnaTHble YyCnyrM akTMBMpPOBaHbl HA TBOEM HOMEPE;
[aBan cBO HOMEpP MOBMABHOro TenedoHa TONbKO NIOASAM, KOTOPbIX Thbl 3HAELLb U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOraa Tbl UM He Nonb3yelbes. He 3abbiBan nHoraa
NpoBepPATL 3TO.

Online urpbl

CoBpeMeHHble OHManH-Urpbl - 3TO KpacOYHble, 3axBaTbiBalOLME pa3BrieYeHus,
00beMHAILWME COTHM ThICSY YEnoBEK N0 BCeMy MUpY. Urpokn nccnenyot aHHbIA UM
MuUp, obLwialTcs Apyr C OPYroMm, BbINOSHAKT 3a4aHusl, cpaXarTcss C MOHCTpaMn u
nony4arT onbiT. 3a yOOBOMNbCTBME OHW MNNATAT: MNOKyNawT AUCK, OnnadynsaroT
aboHeMeHT nnun npuobpeTaroT Kakme-To Onunn.

Bce otm cpegctBa mayt Ha noggepxaHwe U pasBuTME Urpbl, a TaKkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aLNK, BbINYCKAOTCS HOBbIE NaTyu
(umdbpoBble 3annaTtku Ans NPorpamMMm), 3aKpbiBaKOTCS YSI3BUMOCTU CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbCA He CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa cMcCTeMa aBTopu3auumn 60NbLWMHCTBA Urp.
OcHoBHble coBeTbl N0 6e30MacHOCTMN TBOErO UFPOBOIrO akkayHTa:

1. Ecnu gpyron urpok Beget cebsi nnoxo nnm cosgaet Tebe HenpuAaTHOCTH, 3abnoknpymn
€ro B CMNCKe UrPOKOB;

2. Tloxanynca agMuvHUCTpaTopaM Wrpbl Ha nMroxoe noBefeHue 3TOro WUrpoka,
XenatenbHO NPUNOXUTb Kakme-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun nn4Hyto MHGopmaumio B npodamnne urpsbl,



4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He ycraHaBnuBan HeouumarnbHble NaTin n Mogbl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMYaTb aHTUBMpYyC. [loka Tbl uUrpaelb, TBOW
KOMNbIOTEP MOTYT 3apasuThb.

DULLMHT UK KpaXka JINYHbIX AaHHbIX

OObI4HOM Kpaxkeh OeHer U [OKYMEHTOB CErofHsi YK€ HUKOro He yAuBULLIb, HO C
pasBUTMEM WHTEPHET-TEXHONOMMN 3MOYMbILLIIEHHUKN NEepeMecTUniMCb B UHTEPHET, U
nNpoaosmKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBunNacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBa U (DULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B TMOSyYEeHUN KOHUAEHUMAmNbHbLIX [AaHHbIX Monb3oBaTtenen -
NornHoB 1 naponen. Ha aHrnuinckom s3bike phishing untaetcs kak puwmHr (ot fishing -
pblbHas noens, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBouM akkayHTOM. Ecnn Tbl nogospeBaellb, YTO TBOS aHkeTa Obina
B3nloMaHa, To HeobxoaMmo 3abnoknpoBaTb €€ 1 cCoobLWNTL agMUHUCTPaToOpam pecypca
06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©6e3onacHble Beb-canTbl, B TOM 4uUCne, WHTEPHET-MarasvHoB U
NMOWUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takmm obpasom, ecnu Tebs B3nomaroT, TO
3M10yMbILLNIEHHWKM NoslydaT SOCTYN TOSMbKO K OAHOMY TBOEMY MPOMUIIo B CETU, a He KO
BCEM,;

4. Ecnun Teba B3nomanu, TO HeobxoguMmo npeaynpeanTtb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebsi B3nomanu u, BO3MOXHO, OT
TBOEro meHun BygeT paccblinaTbCa cnam 1 CCbINKN Ha PULLNHIOBbBIE CanThl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan dhannbl U gpyrue BIOXEHUS B NUCbMax, AaXe eCriv OHW NpUunn ot
TBOUX Apy3en. Jlyydlle yTOYHN y HUX, OTNPaBnAnn N oHn Tebe atn dannsl.

LUndpoBas penyrauus

Lindposas penyTtaums - 3T0 HeraTMBHasi UM NO3MTMBHasS MHopMauna B ceTu o Tebe.
KomnpomeTupytowasa nHpopmaumns, pasmelieHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpasom oTpasuTbCs Ha TBOEW pearnbHOM Xu3Hu. "Lindposas penytaums” - 310 TBOM
UMUK, KOTOPLIN dopMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCcTO XuTenbctBa, Yy4ebbl, TBOe (PMHAHCOBOE MOMOXeHNE, OCOBEHHOCTU
Xapakrepa n pacckasbl 0 65IM3Knx - BCe 3TO HaKanMBaeTCs B CETU.

MHorne noapocTkM NErkoOMbICNIEHHO OTHOCATCS K nNybnukauuu nndHon nHdopmaumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeacTBUN. Thbl AaXe He CMOXellb JoragaTbCH
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 neT Hasag, crana NpPUYMHOM OTKasa MPUHSATb
Tebsa Ha paborTy.

KommeHTapun, pasmelieHne TBOuX oTorpachmm u gpyrme LOENCTBUA MOTYT He
MCYE3HYTb Jaxe rocne Toro, Kak Tbl UX yganuwb. Tbl HE 3Haelb, KTO COXpaHWI 3Ty
WHOpMaUuio, nonasa fiM oHa B MOWCKOBbIE CUCTEMbI M COXpaHuMacb N OHa, a
rmaBHOE: 4YTO nogymalrT O Tebe OoKpyxawlime noan, KOTopble HanayT U yBUAAT 3TO.
Hantn nHgpopmaumo MHOro neT Cnycta cMoXeT Nobon - kak U3 4obpbix NodyXaeHUN,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YyrogHo.

OcHOBHbIEe COBETLI NO 3aLmTe LNGPOBON penyTaumnn:

1. Nogyman, npexae 4em 4TO-TO Ny6GnmMkoBaTb M NepegaBaTb y cebsa B Grnore vnun B
coumanbHON CeTu;

2. B HacTpownkax npotunga yCTaHOBWU OrpaHMYeHns Ha NpoCMOTp TBOEro Npodouns n ero
COOEepPXMUMOro, caenam ero Tonbko "anga apysen”;



3. He pa3melsan n He ykasbiBan MHopmMauuo, kKoTopasd MOXeT KOro-nmbo ockopbnsaTb
nnm obwxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LUKOMbHUKU - aKTUBHblE MNONb3oBaTenuM LUEGPOBOro npoCcTpaHCTBa.
OpHako faneko He Bce 3HatOT, YTO NOSfIb30BaHME MHOMMMU BO3MOXHOCTAMU LUGPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "mHTennekTyanbHasd COOBCTBEHHOCTb" OTHOCUTCS K PasfvMyHbIM TBOPEHUAM
4YenoBEYEeCKOro yma, HadvMHasi C HOBbIX W306peTeHui U 3HakoB, OBO3Ha4aloLLMX
COOCTBEHHOCTb Ha NPOAYKTbI WU YCNyrM, W 3akaHudmBasi KHuramu, doTtorpadumsmu,
KMHOUIIbMaMn N My3blKalibHbIMU NPOU3BEAEHNSMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPON3BEAEHMS
HayKkn, nutepaTtypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCcTBe rapaHTum
TOro, YTO MHTENNEKTYanNbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, AacT eMy
cnpaBefsiMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MonyyuTb
N3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelueHnss aBTopa He MOXeT BOCNPOU3BOOUTb
ero npovssefeHne, pacnpocTpaHATb, MNy6rMYHO AeMOHCTpupoBaTh, MNpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyOrmMYyHO WMCNOMHATb, NOKa3blBaTb/MCMOMHATL B
admpe unu pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMmmHoro obecrneyeHmst MoXeT NPUBECTU K MHOMUM
puckam: OT NOTepPU AaHHbIX K TBOMM akkayHTam 4o 6NOKMPOBKM TBOErO YCTPOMCTBA, rae
yCTaHOBIieHa HenerarnbHas nporpaMmma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble 1 GecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETWU.

O noptane

CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CETU. 34ecCb Thbl MOXeEWb Yy3HaTb O
6e3onacHOCTM B CETM MOHATHbIM M AOCTYNHbIM $3bIKOM, @ MNPW BO3HWKHOBEHUU
KPUTUYECKON cuTyaumm obpaTuTbCA 3a COBETOM. A TakkKe MpPUHATb yyacTue B
KOHKypcax U cTaTb CaMblM LMEPOBLIM rpagaHUHOM!



